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Why User Authenticity Matters Online

Every safeguard in digital identity — passwords, one-time codes, passkeys, even biometric matching — ultimately
assumes the entity behind the interaction is who it claims to be. CypherEye's Human Factor Authentication (HFA) exists
because that assumption is now the weakest link: fake identities and profiles, not broken cryptography, are what most
modern fraud actually runs through.

If a system can't tell who's really there, nothing else it does is secure

Fake identities are the threat every safeguard assumes away

“Authenticity” is the question underneath every other security control: is the entity engaging with a system
actually the real, live, authorized human it claims to be? A stolen password, a cloned voice, a resold login
and a chatbot filling out a form are different attacks with one thing in common — none of them are the person

the system thinks they are.
CypherEye's core mission is detecting that gap: confirming a persistent, live human is behind an account or session,

continuously, rather than checking a credential once and assuming nothing changes afterward.

Five faces of a fake identity

Synthetic /
Deepfake

Stolen

Impersonation Credential

CypherEye
HFA

Shared / Resold
Account

Bot / Automated

Each of these vectors already has a name and a growing body of evidence behind it — the question for any digital service
is no longer whether fake identities are a risk, but which of these five faces it is most exposed to.
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Fake identity is a measurable, growing cost

None of this is hypothetical. Independent research and regulators across multiple industries now put concrete numbers
on how often the entity behind an interaction turns out not to be who it claimed.

Vector Scale Source

Account takeover $17B in projected global losses, 2025 SEON

MFA that didn't stop the 59% of compromised accounts in 2025 had MFA Industry breach analysis,

breach turned on 2025

Deepfake bypass of voice Up 900% year-over-year Industry deepfake research,

biometrics 2025-26

Bots across the open web 53% of all web traffic — more than humans Thales/Imperva 2026 Bad
Bot Report

Romance-scam / catfishing $2.1B originating on social media, 2025 FTC

losses

The Unique ID problem: One Trust Score one human

Most “biometric security” still comes down to one static data point — a fingerprint, a face scan — checked once.
Fingerprints were long treated as unbeatable, until they weren't: a hacker group defeated Apple's original Touch ID
within weeks of release, and researchers later fooled similar sensors with a fingerprint printed on an inkjet printer. A
print left on a glass is enough to start an attack, since the sensor only checks a static pattern against a stored template.

That's part of why Apple moved from Touch ID to Face ID: a 3D depth-mapped face is harder to spoof than lifting a print
off a screen. But Face ID is still a single-modal, single-moment check — and generative Al is catching up, increasingly
synthesizing the depth, motion, and “liveness” cues a face scan demands, which is exactly what injection attacks
exploit.

CypherEye doesn't bet on any single biometric holding the line forever. Each enrolled human is bound to a privacy-
preserving Human Digital DNA fusing several biometric, behavioral, and environmental signals at once — not one
checked inisolation. And unlike a static template, it isn't trusted indefinitely: the Trust Score is dynamic, continuously
re-verified for as long as the session lasts.

Fake-identity fraud is already a multi-billion-dollar problem

17

104

0.893

Reported losses (billions USD)

0.275

0.1-
Global account Social-media- Al-related fraud Real estate
takeover (2025) originated scams (FBI, 2025) fraud (2025)

Saurces: SEON (2025 ATO projection); FTC (social-media-originated scam losses, 2025); FBI IC3 2025 Internet Crime Report; Industry reai-estate-fraud estimates,
2025.
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Real incidents, not edge cases

Fake-identity fraud has already produced named, verifiable losses across industries and geographies — not isolated
incidents, but a repeatable pattern.

A deepfaked CFO authorized a $25 million transfer
At engineering firm Arup, an employee made 15 separate payments totaling $25M after every other participant on a
video call — including the CFO — turned out to be an Al-generated deepfake.

A cloned voice moved several million Swiss francs
An entrepreneur in the canton of Schwyz was deceived by a cloned voice impersonating a trusted business partner over
a series of calls, transferring several million francs before the fraud was discovered.

47 fraudulent bank accounts opened with face-swap imagery
A man was convicted in Amsterdam for opening 47 fraudulent bank accounts by defeating a bank's selfie-versus-ID
onboarding check with deepfake and face-swap imagery — an injection attack on the enrollment gate itself.

A deep-faked CFO authorized a $25 million transfer
At engineering firm Arup, an employee made 15 separate payments totaling $25M after every other participant on a
video call —including the CFO — turned out to be an Al-generated deepfake.

CypherEye - from a one-time check to continuous authenticity

A password proves a moment. CypherEye proves the whole session.

CypherEye Trust Score

Confidence the verified human is present

Time within a single session

HFA continuously scores the behavioral, biological, and environmental signature of everyone on a call against their
previously bound Human Digital DNA — not just a single visual glance. A synthetic video can fool a person for a few
seconds; it can't sustain a match across multiple independent signals for the length of a 15-payment approval process.
Video Conferences are one of the largest forums under threat due to the nature of digitally hosting a meeting. This
includes Enterprise-wide meetings, Job applications, Online test-taking (GMAT, LSAT - all available online now), or a
simple call to a friend/family member.

CypherEye does not need to replace passwords, passkeys, biometric enrollment or identity document checks. Its
differentiated role is the continuity layer after initial verification — the part every fake-identity vector above depends on
nobody watching
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How CypherEye works
1. Establish identity — An approved identity or verification provider confirms the user at enrollment.

2. Bind the verified human — CypherEye HFA associates the authorized individual with a privacy-preserving Human
Digital DNA drawn from multiple biological, behavioral, device and contextual signals. Can be used across multiple
devices —i.e. Phone, Tablet, Computer — bound to a Unique Digital ID per individual

3. Detect live presence — The system evaluates whether a live human — not merely a credential, device or synthetic
artifact — is behind the interaction.

4. Confirm continuity — Continuous, passive evaluation helps determine whether the same authorized human
remains behind the account or session.

5. Return trust, not unnecessary identity data — The relying service receives a real-time Trust Score or verification
assertion rather than repeatedly collecting identity documents. l.e. Mid-session authentication / verification through a
Captcha request or an SMS text.

Use Cases

One trust layer, every place identity is claimed

Age & Identity Social & Dating i:g:‘:j:;f;ﬁ Regulated Access
Social plattarms, Prafile authenticity, Who actualy Gaming, finance,
app stores account continuity signed adult content

Schools & Testing

student Identity,
exam integrity

CypherEye HFA
Verified identity « live presence = continuous trust

Age & identity platforms
Confirm the same verified, age-appropriate human remains behind an account after a one-time document or
token check — closing the gap regulators are now enforcing against directly.

Social media & dating

Distinguish one authentic account run by one person from a bot network, a catfish profile, or a login shared,
resold, or automated across multiple users.

Schools & testing

Confirm the enrolled student — not a proxy test-taker, an Al tool, or a borrowed credential — is the one

behind an exam, application, or Al-assisted assignment.

Signatures & notarization
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Add a human-specific confidence record at the moment of signing, strengthening the evidentiary record
around a required notary session or digital identity wallet without changing the workflow.

Selected sources

e SEON, 2025 — Global account-takeover loss projections.

e Thales/Imperva, 2026 Bad Bot Report — Global bot traffic share.

e FTC, 2025 — Romance-scam and social-media-originated fraud losses.

e FBI, 2025 Internet Crime Report — Al-related fraud complaints and losses.

e Verizon 2025 Data Breach Investigations Report — MFA-fatigue and credential-breach trends.
e Gartner — Projected enterprise distrust of face-only biometric verification by 2026.

e Reuters, various 2026 — Reporting on named deepfake and biometric-injection fraud cases.
e BCG/EdSource, 2024-2025 — California community college financial-aid fraud findings

CypherEye White Paper  September 2026



	Fake identity is a measurable, growing cost
	CypherEye - from a one-time check to continuous authenticity
	How CypherEye works
	Use Cases

	Selected sources

