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Human Bound Authentication for FIDO / Passkeys

Extending Passwordless Authentication from Credential Assurance to Persistent Human Trust

Passwordless authentication built on FIDO standards and passkeys is a major security advance. It replaces reusable
shared secrets with relying-party-bound public-key credentials, providing strong resistance to phishing and
credential replay. When required, the authenticator can also perform local user verification using a biometric, PIN,
password, or pattern.

This strength does not eliminate the human-assurance gap. FIDO confirms that the authenticator's verification
requirement was satisfied, but it does not necessarily give the relying party durable proof that the intended natural
person is still controlling the interaction. Authenticators can be shared, multiple users may be enrolled, PINs can be
known by others, and sessions remain exposed to post-login compromise.

CypherEye's Human Factor Authentication™ (HFA) complements FIDO by evaluating human, behavioral, device,
session, and contextual signals to assess whether the authorized individual is present and in control—before, during,
and after sensitive authentication or authorization events.

FIDO changed the authentication baseline

FIDO2—Dbuilt on W3C WebAuthn and the FIDO Alliance's Client to Authenticator Protocol (CTAP)—uses public-key
cryptography for passwordless and multi-factor authentication. Passkeys are FIDO credentials that may be synced
across a provider ecosystem or bound to a device or security key.

Key advantages over passwords include:

e Noreusable password secret is sent to or stored by the relying party.

e Credentials are scoped to the relying party, providing strong phishing resistance.

e Private keys remain under authenticator or passkey-provider control.

e Localuserverification can use biometrics, PINs, passwords, or patterns.

e Device-bound passkeys can add hardware binding and attestation where higher assurance is required.

The remaining assurance gap

FIDO / WebAuthn establishes What may remain uncertain HFA opportunity

Avalid public-key credential was Whether the intended natural person is Add independent human-assurance
exercised exercising it signals

Required local user verification was A PIN may be shared or multiple users Evaluate behavioral and contextual
satisfied enrolled consistency

The authentication ceremony is phishing What happens after sign-in or during Continuously or transactionally reassess
resistant session compromise trust

Credential/device properties may be Whether current behavior remains Generate dynamic trust for policy
attested consistent with the expected human decisions

Human Factor Authentication™

HFA extends authentication from a discrete credential event to an ongoing human-trust model. Instead of relying on a
single biometric, device, token, or behavioral feature, it combines independent signals into a continuously
reassessed view of whether the authorized person remains present and in control.

Human Factor Authentication™ + FIDO e Strategic White Paper



<= Cyphertuye

TRUSTED TRANSACTIO!

CYPHEREYE | WHITE PAPER

Human characteristics Behavioral intelligence Device intelligence

Presence and biological or physical Interaction patterns, touch dynamics, Possession, motion, integrity and proximity
indicators navigation and timing

Session intelligence Context Trust engine

Continuity, anomalies and post-login Location consistency and environmental Weighted, continuously reassessed
activity signals confidence

You Are the Password™ The strategic idea is that trust should be anchored not only to a credential or device, but to the
continuing evidence that the authorized human is behind the interaction.

A Complementary HFA + FIDO Architecture

CypherEye operates as a policy and assurance layer around FIDO; it does not alter the FIDO protocol. HFA can inform
whether a FIDO ceremony is initiated, whether a successful assertion is sufficient for a requested action, or whether
additional controls are required.

HFA TRUST > FIDO > RISK/ POLICY > ACCESS OR

SIGNAL ASSERTION ENGINE STEP-UP

e 1.The relying party requests authentication or a sensitive action.

e 2 HFA evaluates human, behavioral, device, session, and contextual signals.

e 3. FIDO/WebAuthn performs cryptographic authentication and, when required, local user verification.
e 4.The policy engine combines the FIDO result, HFA confidence, and transaction risk.

e 5 Policy permits, steps up, restricts, or rejects the action.

This preserves FIDO's standards-based security while adding a distinct assurance signal: confidence that the
authorized human remains in control of the interaction.

Where HFA Adds the Most Value

Use case Why FIDO is valuable Incremental HFA value
Enterprise / privileged access Phishing-resistant workforce Continuous assurance for privileged
authentication sessions, shared environments, insider

risk, and step-up decisions

Financial services Strong login and transaction Added human confidence for wires,
authentication trading, recovery, and high-value actions
Digital assets Passkey-secured wallet and exchange Human assurance for signing,
access withdrawals, recovery, and custody
approvals
Government / defense High-assurance device-bound Persistent person-in-control assurance
credentials for sensitive systems and operations
Customer support / recovery Secure normal account access Additional assurance when credentials

are unavailable or recovery is high risk
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FIDO securely authenticates the credential. CypherEye adds confidence that the authorized human is exercising it—and
remains in control.

Selected Technical References

° FIDO Alliance — Passkeys and FIDO Authentication specifications.

e  W3C — Web Authentication (WebAuthn) Level 3 Recommendation, 25 August 2026.
° FIDO Alliance — Deploying Passkeys in the Enterprise.

o FIDO Alliance — Displacing Password + OTP Authentication with Passkeys.
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